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Imagine it’s 2 a.m. 
and you get 30 alerts - hijack 
suspected, prefix disappeared!

You open five tabs - 
WHOIS, RIPEstat, PeeringDB…

Every second counts - the 
longer the issue goes 
unresolved (if it’s real), the 
greater the potential damage.

https://easy-peasy.ai/
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The Real Problem: 
No Quick Overview

The hardest part isn’t 
collecting data - it’s making 
sense of it fast.
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Imagine it’s 2 a.m. 
and you get 30 alerts — hijack 
suspected, prefix disappeared!

You open five tabs — 
WHOIS, RIPEstat, PeeringDB…

But what if we have a way to 
get an incidence report with 
actionable items before you 
even open your laptop?

https://easy-peasy.ai/
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Can AI help?
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Chatbot: the 
good, the 
bad and the 
ugly

Smart. Helpful.
Sometimes confidently wrong.



MENOG 2025 Dubai | November 2025 www.dedasense.com

Chatbots: The Good

Natural language interface 
easy access to information 
without complex queries

Great for knowledge recall 
"What is RPKI?", "How does BGP 
path selection work?"

Great at summaries
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Chatbots: The Bad

- No real-time information*
- No domain specific context
- No integration with NOC 

tools
- No actions, can’t enrich, 

triage, or propose 
workflows

- No autonomy
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Chatbots: The Ugly

Hallucinations.

Confident but wrong and 
totally made up answers, 
especially dangerous in 
NOC/ops context

Prof. Dr. Mario Markus, CC BY-SA 3.0 <https://creativecommons.org/licenses/by-sa/3.0>, via Wikimedia Commons
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Really bad things can happen.

source: https://www.forbes.com/sites/mollybohannon/2023/06/22/judge-fines-two-lawyers-for-using-fake-cases-from-chatgpt/
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Tool-Aware 
Chatbots

Connecting LLMs to external
systems
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Tool-Aware Chatbots

The big idea: Give the AI 
access to function calls it can 
use to take real actions, fetch 
fresh data, and execute tasks 
beyond text generation.

Model Context Protocol: A 
standardized way to enrich 
chatbots with tools.
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MCP-ripestat 

(MCP) server for the RIPEstat 
Data API, providing network 
information for IP addresses 
and prefixes.

Query up-to-date RIPEstat 
data in natural language.

https://github.com/taihen/mcp-ripestat
By AJ Wolski (@taihen)
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MCP-ripestat: Currently 22 tools 
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whois-MCP 

(MCP) server that provides 
LLMs with network information 
lookup tools through WHOIS 
and RIR Database queries..

Query up-to-date RIR data in 
natural language.

https://github.com/dadepo/whois-mcp
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whois-MCP: Currently 14 tools 
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AgentOps: 
Beyond 
Chatbots

Giving LLM autonomy
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What are Agents

Agents are AI systems that 
combine reasoning, data 
sources, tools and a feedback 
loop to achieve a defined goal 
autonomously without human 
coordination.
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Introducing AgentNOC
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AgentNOC: An Agent for Network Ops 

Prototype of an agent built 
specifically for network 
operation coordination.

Plugs into existing monitoring 
tools (e.g. BGPalerter)

Human-in-the-loop design, 
read-only by default

Built in Rust, and open-source

Work in progress
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AgentNOC: Overview 
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Scenario: BGP Hijack Suspected

An ASN announces a prefix it is not authorized to announce.
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Scenario: BGP Hijack Suspected



MENOG 2025 Dubai | November 2025 www.dedasense.com

Scenario: BGP Hijack Suspected



MENOG 2025 Dubai | November 2025 www.dedasense.com

Scenario: BGP Hijack Suspected



MENOG 2025 Dubai | November 2025 www.dedasense.com

Scenario: BGP Hijack Suspected



MENOG 2025 Dubai | November 2025 www.dedasense.com

Scenario: BGP Hijack Suspected
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What Comes 
Next?

Building out AgentNOC
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Bringing It All Together — What Comes Next

We’ve seen how we can move from chatbots that simply 
answer questions to agents that actually help operators work

Once agents are wired into the NOC and have access to 
operational data, a more capable class of automation 
becomes possible—focused, operational, and measurable.
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What Agents Can Unlock for NOCs

- Autonomous Incident Enrichment
- Playbook Execution
- Reasoning on Your Data
- Human-in-the-Loop Automation
- Automatic Ticket Drafting
- Upstream/Peer Behavior Analysis
- Event Correlation Across Systems
- Documentation Extraction
- …and much more
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Where We Go From Here?

Everything presented, AgentNOC, MCP servers, is open 
source, evolving, and built in the open.

Network operations is one of the few domains where AI can 
have immediate, practical impact. But only if these systems 
are designed with the operator community.
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How You Can Get Involved

Inviting:
Network engineers, backbone operators, IXPs, anyone who 
deals with operational reality of running a network

To Contribute:
Real-world scenarios, sample alert feeds, incident war 
stories, daily pain points, workflow and UI feedback
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How You Can Get Involved

https://bit.ly/agentnoc https://bit.ly/4rg7G1V
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Thank you


